
Step 1: Scouting out your 
IT room
1. Location, location, location.

Determining the location of the server room 
within the building is the first consideration. 
Oftentimes, room choices are limited, but 
keep this in mind: Most IT professionals 
agree that the room should not be 
constructed against exterior walls of the 
building, which are often damp. Furthermore, 
exterior windows are susceptible to being 
blown in or out by storm winds.

2. Size does matter.

While it’s much easier to plan for an 
organization’s current needs than to project 
growth, failing to factor expansion into the 
initial design is likely to cause problems 
down the road. Although projecting growth is 
often highly speculative, enterprise architects 
recommend planning five years out with a 
growth rate of 20 percent per year.

3. Seek higher ground.

The flooding threat posed by basement-level 
server rooms was underscored by the 
extensive damage suffered by many facilities 
when Hurricane Sandy pummeled the East 
Coast. For this reason, do not locate your 
server room in the basement. Instead, seek 
a higher and more central location that not 
only alleviates flooding concerns but can also 
help minimize cable run distribution.

4. Avoid waterworks.

Unexpected storm flooding isn’t the only 
water threat for server rooms. Never back 
your space up to a “wet wall” containing any 
pipes or plumbing, as breaks or leaks can 
cause significant equipment damage.

5. Keep cool.

Make sure your server room is temperature-
controlled. It’s generally recommended that 
temperature inside a rack doesn’t exceed 
23°C (73°F). Sensors are best located in the 
server racks or enclosures rather than in the 
room, since ambient temperature will rise at 
a slower pace compared to the temperature 
in the rack or enclosure. Humidity also poses 
a great risk to equipment. Relative humidity 
(rH) in server rooms should remain around 
50 percent with a ±10 percent margin. 

6. Play it safe.

Don’t overlook security concerns. If  
possible, construct your server room with  
no external entry points (windows or 
additional doors) and make sure it remains 
under lock and key.

7. Have an exit strategy.

Don’t assume you’ll never need to remove 
or replace any equipment. Installing a regular-
size door can make maintenance a 
nightmare. Be sure the doorway will allow 
equipment of all sizes to enter without 
having to remove the door or frames. A 
42-inch-wide by 84-inch-tall door should
accommodate most requirements.

8. Get fired up.

While it’s likely that the building surrounding 
the server room is equipped with a fire 
detection and sprinkler system, the room 
itself should have its own protection that 
utilizes an alternative such as a clean agent 
system—which extinguishes fires by 
removing heat—or inert gases, which 
essentially suffocate the fire by depriving  
it of oxygen.

9. Leave some breathing room.

Room for expansion isn’t the only space 
consideration. If possible, allocate space both 
in front of and behind racks for easy 
maintenance access. If using enclosures, 
also consider split doors to minimize 
unnecessary blockage in the aisle when  
the door is open.

10. Divide and conquer.

Whenever possible, keep your server room’s 
power supply and climate controls separate 
from the rest of the office space.



Step 2:  
Rack-based
refresh
strategy
Now that we’ve walked through the rack 
consideration checklist and room 
considerations, you have a better 
understanding of what you need to 
safeguard your IT investments. Next  
up is how to refresh your rack-based 
infrastructure. With the right plan in place, 
you can avoid the chaos that many fall victim 
to and establish an orderly and scalable IT 
room with minimized risks. When it comes 
time to upgrade your IT infrastructure, 
everything is connected. Here are some 
suggestions to getting the project underway. 

1. Take inventory.

When evaluating your power infrastructure, 
calculate the entire wattage consumption  
of your current environment prior to making 
any changes. Are you replacing servers?  
Are there any other pieces of ancillary 
equipment that will need to be upgraded? 
Then examine your current power 
infrastructure by seeing how many existing 
UPSs and rack PDUs you have supporting 
your equipment. Once inventory is complete, 
you’ll have a better understanding of what’s 
required, the potential cost for upgrades and 
which equipment can still be utilized.

2. Examine performance.

Is your new deployment going to require any 
upgraded components to connect to the 
cloud? Are you planning on scaling out 
storage over the next few years? It’s 
important to establish a standard now 
(including UPS systems) to ease future 
growth. Scaling has implications on 
compatibility and power infrastructure 
planning. Have you had any disruptions or 
alarms within the past six months? This may 
point to potential issues with your current 
deployment. Verify your existing UPS model 
and determine the age, efficiency, power 
factor, and the last time the batteries were 
replaced. Older UPSs may be costing you 
from an energy-consumption standpoint and 
aging batteries that need replacement may 
have you at risk for downtime.

3.  Evaluate new IT equipment
deployment.

If you have opted to stay on premise, how 
many new servers will you be deploying? If 
you’re planning to migrate to the cloud, how 
many network switches require protection? 
Now that you have made the decision as to 
the legacy equipment that will stay, as well 
as the new IT equipment you’ll be deploying, 
you can make an intelligent decision on the 
most appropriate power protection strategy 
for your new racks. Calculate the total 
wattage consumption for all new devices 
and combine them with your previous legacy 
calculation from step one, disregarding any 
equipment that’s been removed.

4. Allocate the budget.

Once you’ve calculated the total wattage 
consumption for all planned devices in the 
new environment, you can now move on to 
selecting the right power protection solution, 
which will include racks or enclosures, cable 
management, UPSs, PDUs and software. 
Check with your facility or building manager 
to determine the available electrical options, 
as there may be some limitations that will 
impact your decision. Next, examine required 
backup runtime, determine if network-ready 
is a requirement and consider future 
expansion; then select accordingly.



1.  Don’t trade long-term risk for short-term
savings.

For protection, you want to distribute and provide 
safe clean power to IT equipment during power 
outages and surges. To provide maximum reliability, 
we suggest implementing redundant power solutions. 
Doing so will enable you to meet and maintain service 
level agreements with your manager or your 
customers.

Maintenance bypass is always recommended for 
server-class solutions and can easily double the 
reliability of a system by providing a strategy for 
unexpected downtime.

If you currently have traditional power strips, replace 
them with rack PDUs so power can be distributed 
intelligently and managed remotely.

2.  Determine the most effective way to mount
and install your IT equipment.

For smaller installations with less equipment, a 
wallmount rack or enclosure might fit the bill from a 
security standpoint to keep out unauthorized 
personnel. Wall mounting comes in handy when 
you’re trying to elevate your equipment away from 
other potential hazards or you have limited space. If 
space isn’t an issue, you may want to consider a two-
post rack, four-post rack or full-size enclosure.

3.  Select appropriate cable management options.

Velcro cable ties provide an affordable and reliable 
way of organizing your network cables and bundling 
them together. Vertical cable managers allow you to 
route cables down the side of the rack or enclosure 
and then segment them off accordingly based on the 
location of switches and servers within your rack or 
enclosure. Horizontal cable management also enables 
you to manage cables across the rack or enclosure to 
reach appropriate equipment. Combined, all three of 
these cable management accessories help you to 
easily add and remove network cables as required 
and are considered mandatory at minimum.

Other cable management options include cable 
spools, strain relief bars, lacing bars and waterfall 
devices to ensure appropriate cable bend radius.

4.  Keep software in mind to optimize your
solution.

For management, you want to be able to view your 
power infrastructure and all equipment attached to it 
from your remote or virtual machine console. This will 
allow you to monitor the temperature and humidity of 
your network closet environment and receive instant 
alerts in the event of an outage or environmental 
change. You can also initiate virtual machine migration 
or graceful shutdown in the event of an extended 
outage.

Step 3: Building out your 
network closet



Step 4: Getting back 
to business

1.  Discuss your plan with your team.

Make sure the entire IT team as well as senior management is on 
board. Open the conversation up to the group to ensure there was 
nothing left off the list. Set expectations, establish responsibilities  
for the installation and thoroughly review safety methods. Start 
communicating the importance of standardized work processes, 
including cable management strategies and overall IT behavior, to 
the IT staff now. Make employees aware of the plan as well in case 
they are affected by downtime.

2.  Clear out the room and space.

Keep the room as empty as possible during the entire process, 
removing packaging materials, tools, parts and unused equipment. 
This is a good time to get exact dimensions of the space. Are there 
any physical obstacles, including structural columns, pipes or 
doorways that need to be considered in your space planning? How 
will you get the equipment in and out?

If you aren’t building your rack out from scratch, we suggest clearing 
the rack area of cluttered and tangled network cables, which will 
improve airflow and reduce cooling costs

3.  Secure your IT equipment from unauthorized access and
unexpected incidents.

Whether it’s an unwanted visitor or other impeding equipment, 
make sure your IT equipment is secure. Enclosures are beneficial to 
keep out unauthorized personnel. Additionally, depending on your 
geographic location, you may need to consider accessories such as 
anchor kits, which can prevent accidents by securing equipment in 
place in seismically designated locations.

4. Consider presentation.

Is it a customer-facing location? Presentation should be considered 
regardless, but aesthetics may play a bigger role if you plan to 
showcase your server room, network closet or data center to 
customers. You will want cables to be organized, equipment secure, 
and the surrounding area to be clean and neat. The perception of 
your customer, your boss or other non-technical people as to how 
seriously you’re handling their data is crucially important.

5. Document everything.

Label. Diagram. Photograph. These are tactics you should become 
very familiar with in the planning and deployment phase of your 
project. Date the files, but continue to update as you maintain the 
space. Make sure you have serial numbers, warranty information, 
product detail, and product roles documented with corresponding 
pictures saved in digital and hard copy formats. Hard copy diagrams 
can be posted close by to ease troubleshooting.

6. Minimize downtime.

Removing old equipment is one of the riskiest steps. Downtime is 
expensive, so it’s important not to do anything that would risk it 
during regular operating hours. Do as much as you can during the 
day, but try to switch over to the new equipment after hours.

The next time you walk into your network closet or are tasked with 
building out a new installation, consider organization, protection,  
and management and focus on the steps that make the most sense 
for you.




